| DVANCING MOBILITY

_—

Cal-34: Software Assurance Approval Process (SAAP)
Gregg Alling, Dana Inc.



CQI-34: SAAP - Introduction

 EV is rapidly shaping our industry, and thus, also the Quality Discipline

 Use of embedded software (SW) in automotive / on-highway applications
follows a different approval path than mechanical product

* How do we approve SW as “stand-alone” and/or embedded product and yet
address its need for integration with other components in order to provide an
intended function?

 Approval, and Change Management of SW needs to address the methods
used in its development as much as the conformance of the attributes of the
end product




CQI-34: SAAP - Introduction

 Use of Embedded SW in on-highway applications brings into focus several
standards with different emphases including:
« ASPICE (Automotive Software Process Improvement and Capability Determination)
* 15026262 (Functional Safety)
 1S021434 (Cyber Security)
 Customer Specific Requirements (CSR) and other industry standards

 These standards introduce many new requirements for how product is
approved

* As OEM’s and suppliers move rapidly to address their specific needs, we are
seeing numerous variations of approval processes and criteria materialize
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CQI-34: SAAP - Business Case

« EV impact, and embedded SW, had become a regular topic of discussion
for the AIAG Quality Steering Committee (QSC).

* |t was noted that various CSRs and other SW approval processes were
materializing, and that there was variation across the spectrum

* A developing concern was that if the trend continued, we would have
dozens of SW approval processes, none the same, costing time and $$$

« By comparison, we have one production part approval process (PPAP)
* |t would be very beneficial to have one similar for software approval

* A business case was developed, and approved, to begin to address this
emerging need




CQI-34: SAAP - Business Case & Purpose

Deliverable Details

Main deliverable is an industry guidance manual detailing processes and methodologies for the
Quality Assurance of Software development, including the process of approval of the software,

either as a standalone product or as an element of the overall part approval. Intention is to
also provide guidance on industry preferred methods of software development assessment.




CQI-34: SAAP - Business Case cont’d (app. Sep 2022)

The guidance manual is expected to include (based on workgroup feasibility determination):

o  Workflows for recommended software approval process, including linkage to existing
APQP and PPAP manuals

o Generic timeline and sequence of events and their alienment related to hardware
development, industrialization of process, and APQP project timeline

o Recommended competencies and tools for companies developing software

o Guidance for how to use ASPICE to assess supplier's software development process and
capability

o  Recommended manufacturing controls to be included in the Part Control Plan to assure
version control and successful “flash” of software to hardware

o Common vocabulary, roles and responsibilities related to RASIC concept (Responsible,
Approving, Supporting, Informed, Consulted) used by many OEMs

Training modules related to understanding the content, and potentially practitioner level
implementation guidance will be simultaneously developed. The workgroup developing the

publication will support development of the training material by providing input and feedback
to an AIAG contracted training developer.
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CQI-34: SAAP — Work Group Team

Work Group Team Members Past & Present (OEM, Supplier Organizations, AIAG)

 Anthony Brown - GM * Lucian Balaj - Eaton

* Briggs Lewis - Paccar « Marco Ruiz — KA Group

e Christian Weber - Continental * Natraj Srivanasan - Bosch

* Derek Trice - AIAG e Patrick Miller - Aptiv

* Eric Benson - Denso  Scott Stempniack - Bosch

* Gildardo Mariano - GM » Siegfried Gaile - Continental
* Gregg Alling - Dana » Silvia Zamora - Continental
 Harald Wilhem - AIAG o Stefan Kozlowski - Forvia

e Kumar Koneti - Ford  Wafa Khourchech - Eaton

e Liz Trejo - AIAG




CQl-34: SAAP - IATF 8.3.2.3 & 8.4.2.3.1

 The organization shall use a process for quality assurance for their
products with internally developed embedded software. *

* A software development assessment methodology shall be utilized to
assess the organization's software development process. *

 Based on risk and potential impact to the customer, the organization
shall retain documented information of a software development
capability self-assessment. *

* The items above must be required of external suppliers as well

 The organization shall include software development within the scope
of their internal audit programme

Quality Assurance can and does involve the application of many
standards. The question remains: “How do we PPAP SW?”




CQl-34: SAAP - V-Model Example (ASPICE)
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Figure 2 — Automotive SPICE process reference model - Overview
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CQl-34: SAAP - V-Model Example (FuSa & CS

EXAMPLE “2-6" represents ISO 26262-2:2018, Clause 6.

1. Vocabulary

- left side of V-model right side of V-model
2, Management of functional safety
2-5 Overall safety management 2-6 Project dependent safety management 2-7 Safl'ety manlagement regardllnglprrluductlnn,
operation, service and decommissioning
3. Concept phase 4, Product development at the system level Production, operation, I ——— _ _ _ — W 1
- ral topics for the product 4-7 System and item Integr, service and | |
3=5 Item definition nt at the system level and testing decommissioning I Clause 9 Clause 11 I
2 2sis g 7-5 Planning for production, | Concept Cybersecurlty validation |
3=6 Hazard analysis and risk .afety concept 4-8 Safety validati X X : H
assessment alely concep! alety validation operation, service and | (item) (1tem] |
decommissioning | |
‘3-7 Functional safety concept l T " I I Ty 4
‘ 7-6 Production ‘
12.Adaptatil:ln of ISO 26262 7-7 Operation, service and Clause 10 Product dEVEIOPment
for motorcycles decommissioning
_ 10.4.1 Design 10.4.2 Integration and verification
12-5 General toples for adaptation )
for motorcycles : a & [C0n1p0nents) [cumponent.s]
12-6 Safety culture ati of softwa
; requirements irements -
12-7 Conflrmation measures W ~ 1] d
._' “ 10.4.1 Design 10.4.2 Integration and verification
12-8 Hazard analysis and risk aelrics _ 2 : _ 1h—c "
o A . T (sub-components) (sub-components)
12-9 Vehicle integration and violations d E v 0
testing hardware fail ] J
12-10 Safety validation ]
verification
8, Supporting processes
8=5 Interfaces within distributed developments B-9 Verification 8-14 Proven in use argument
8-6 Specification and management of safety 8-10 Documentation management 8-15 Interfacing an application that 1s out of scope
requirements 8-11 Confldence in the use of software tools of IS0 26262 26262 d 21 434 Add P d t. d
8~7 Configuration management 8-12 Qualification of software components 8-16 Integration of safety-related systems not a n ress ro u c Io n a n
8-8 Change management iB-‘l 3 Evaluation of hardware elements developed according to 150 26262 f IAT F
9, Automotive safety Integrity level (ASIL)-oriented and safety-oriented analyses re e re n ce
[9-5 Requirements decomposition with respect to ASIL tailoring [9-7 Analysis of dependent failures |
| 9-6 Criteria for coexistence of elements _ [9-8 Safety analyses |

10, Guidelines on IS0 26262

11. Guldelines on application of ISO 26262 to semiconductors
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CQI-34: SAAP
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CQI-34: SAAP

Electronics & Software Development -
Product Development Quality Planning Cycle

APQP ~ Software & Elec./HW Product & Process Development

Concept Program Prototype Pilot Launch
Initiation approval

|

B e v s e -

be e ——
IH

'S
i
i
I
i
|
I
|
|
|
i

Requirement's Architecture & Integration and Validation & Maintenance
definition Design Definition Verification Test Approval & Disposal

12 AIAG)
ADVANCING MOBILITY



SAAP - System of Systems Concept
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CQI-34: SAAP (edit a version of this...)

APQP Elements -
Mechanical, Software & Electronics Development

Mechanical Development Software & Electronics
Elements Development
I Cistomeninpyt Requirenent 1 Requirements Elicitation
2 |Design/Manufacturing Review
3 [DFMEA » For each APQP Element for 2 | System Requirements Analysis
388 orawing & Specs Mechanical, Software &
= Electronics Development 3 System Architectural Design
3 programs, the required
6 |Team Feasibility Commitment deliverables are planned to 4 | Software Requirements Analysis
7 |Supplier Status be reviewed in accordance _ .
8 |Facilties, Tools & Gages with the maturity expected for 5 [ it Sieintan Sesin
9 |Prototype Control Plan each Quality Gate Review. . Software detail Design
10 [KA Buid Event / Code Development
uild Even
11 |Process Control Documentation ’ Saftwana Linit Verhication
12 |Work Instructions _Harmomsatlon and 5 Software Integration & Integration
13 |pvPaRr improvement of global Test,
= (APQP) deliverables per Software Validation & Qualification
Process Capability Stud . 9
At : HAOATY y product family, shall be Test
15 |Packaging coordinated by a Global 10 | System integration & Integration
16 |Part Submission Warrant Quality Organisation. Test,
17 |Early Containment 11 | System Validagiront& Qualification
s
18 ([Capacity Verification : ?
12 |Software Maintenance and disposal
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CQI-34: SAAP — Structure

 Will be as similar to PPAP as possible to provide for consistency

* There will be the Forward and General Introduction Section

» Section 1 — General SAAP Process Overview and Flow

* Section 2 — 15 SAAP Process Requirements (Equivalent of PPAP 18 Items)
» Section 3 — Customer Notification and Submission Requirements

» Section 4 — Submission Levels and Evidence Requirements (similar to
Levels 1,2,3,4,5)

* Section 5 — Submission Status (Approved, Interim, Rejected)
* Section 6 — Record Retention

 Section 7 - Appendices




CQl-34: SAAP — Required Elements

1) Software Version Identification
2) Release Notes

3) Parameter and Configuration
Guide

4) Requirements Documentation
5) Architecture Documentation
6) Verification Documents

/) Risk Management

8) Process Assessments

9) Functional Safety Audit/Assessment
10) Cyber Security Audit/Assessment

11) Manufacturing Compliance
Documents

12) Compliance to Field Service
Requirements

3) V-Model Process Checklist
4) Application Approval

5) SW Application Submission
Warrant

— \

—




CQI-34: SAAP - Open Issues

« Compatibility with other approval processes already in existence
* VDA
» Customer-Specifics
« Standard or guideline? PPAP is a Core Tool, CQI-34 is a Guidance
Document

e Should there be a self-assessment as with other CQl’s or leave this to
ASPICE and other assessment models?

« Should there be a basic set of SW Quality Metrics?




CQI-34: SAAP - Open Issues

* Now that ASPICE includes Hardware & other content, should we
address this in the future?

 Should there be more specific direction for SW changes post-
approval? (i.e. over-the-air, flashed in-house, flashed at customer...)

* How to address, or should we address Open-Source SW?

« What are we missing? Other concerns and comments?




CQI-34: SAAP

QUESTIONS?
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